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ABSTRACT 

In  response  to  emerging  command  and  control  theory,  doctrine,  and  systems,  the  United  States 
Military  Academy  Department  of  Systems  Engineering  has  introduced  an  undergraduate 
command  and  control  systems  course  designed  to  create  a  core  of  active  duty  engineers  who 
understand  the  potential  advantages  to  be  gained  through  the  systemic  application  of  tactical 
command  and  control.  This  course  poses  this  fundamental  hypothesis  for  cadets  to  investigate  - 
A  trained  and  cohesive  organization  enabled  by  well-designed  collaborative  command  and 
control  systems  will  be  able  to  apply  decentralized  command  and  control  processes  in  order  to 
increase  unit  agility  and  gain  a  tactical  advantage  as  compared  to  units  that  are  less  collaborative 
and  more  centralized.  In  order  to  allow  cadets  to  test  this  hypothesis,  the  course  exposes  cadets 
to  theoretical  concepts  including  globalization,  shared  awareness  and  understanding,  self¬ 
synchronization,  and  networked  effects.  They  also  investigate  supporting  technologies  including 
the  global  information  grid,  shared  data  and  communications  models,  and  service  oriented 
architectures.  They  learn  how  these  concepts  enable  organizational  agility  by  transforming  how 
power  and  decision  making  are  distributed.  Finally,  they  exercise  existing  command  and  control 
systems  including  Future  Battle  Command  Brigade  and  Below  and  Command  Post  of  the  Future 
in  simulated  tactical  scenarios. 

1.  Introduction 

This  paper  describes  an  effort  to  educate  the  next  generation  of  military  leaders  in  advanced 
command  and  control  concepts  as  they  relate  to  the  design  and  implementation  of  command  and 
control  systems  on  the  tactical  battlefield.  If  we  expect  future  leaders  to  realize  the  benefits  of 
collaborative  information  age  command  and  control  systems,  it  is  not  enough  to  develop  theory 
in  the  scientific  community  and  design  systems  in  the  acquisition  community.  The  leaders  of 
tomorrow  must  also  have  a  mature  understanding  of  the  scientific,  technical,  human,  and 
organizational  principles  behind  these  theories  so  that  they  will  be  able  to  apply  them  in  their 
own  unique  unit-level  environments. 

The  tactical  command  and  control  systems  of  systems  employed  on  the  modem  battlefield  are 
becoming  ever  more  complex  and  ever  more  important  to  the  success  of  operations.  During  the 
Global  War  on  Terror,  commanders  at  battalion  level  find  themselves  having  to  integrate  the 
capabilities  of  more  than  a  dozen  separately  designed  command  and  control  systems  inside  the 
command  center.  Many  of  these  systems  arrive  into  theater  after  the  unit  has  deployed.  The 
technical  challenge  of  getting  these  systems  to  communicate  on  the  same  network  is  difficult 
enough.  In  addition,  tactical  leaders  must  synchronize  a  myriad  of  full  spectrum  command  and 
control  functions  to  include  intelligence,  surveillance  and  reconnaissance  management,  human 
intelligence  and  detainee  management,  targeting,  information  operations,  airspace  management, 
daily  patrols,  reconstruction  operations,  and  force  protection.  These  challenges  are  further 
complicated  by  a  myriad  of  information  reporting  requirements  for  their  higher  headquarters  [1], 


Army  and  Department  of  Defense  initiatives  such  as  the  Global  Information  Grid,  LandWarNet, 
and  Future  Combat  Systems  (FCS)  will  only  increase  the  complexity  and  integration  challenges 
of  command  and  control  systems.  In  fact,  the  FCS  program  acknowledges  that  one  of  its  greatest 
challenges  is  integration  [2],  The  program  relies  on  an  advanced  network  of  interacting  systems 
to  enable  higher  levels  of  joint  connectivity,  situation  awareness  and  understanding,  and 
synchronized  operations  that  will  allow  soldiers  to  dominate  a  complex  environment  [3], 

West  Point  cadets  will  graduate  into  this  environment  and  have  to  overcome  these  challenges  to 
provide  effective  command  and  control  for  their  assigned  units.  In  order  to  better  prepare  its 
graduates  for  these  challenges,  the  Department  of  Systems  Engineering  introduced  a  command 
and  control  course  in  the  spring  semester  of  2007.  This  course  approaches  command  and  control 
systems  from  a  holistic  interdisciplinary  perspective  that  focuses  on  collaboration,  integration, 
and  increased  mission  effectiveness. 

2.  The  Cadets 

Command  and  control  is  an  interdisciplinary  function.  The  target  audience  for  this  course  is 
senior  year  cadets  who  have  completed  most  of  the  core  curriculum  and  a  good  portion  of  the 
requirements  for  their  major.  These  cadets  will  have  a  solid  foundation  in  mathematical 
statistics,  behavioral  sciences  and  leadership,  social  science,  economics,  military  history,  military 
science  to  include  combined  arms  operations,  database  and  information  technology  systems,  and 
the  engineering  design  process.  The  coursework  draws  upon  this  foundation  of  knowledge  as  it 
applies  to  exercising  command  and  control  in  military  operations  or  in  industrial  and  government 
systems.  Furthermore,  the  course  learning  model  will  draw  upon  the  individual  skills  of  each 
cadet  in  his  or  her  academic  major.  The  current  enrollment  consists  of  cadets  with  systems 
engineering,  information  engineering,  systems  management,  and  engineering  management 
majors.  Each  of  these  groups  applies  the  skill  of  its  discipline  in  order  to  reinforce  those  skills. 
They  also  help  educate  cadets  with  other  majors  about  the  potential  contributions  of  different 
disciplines. 

3.  Course  Overview 

This  course  is  designed  to  allow  cadets  to  investigate  a  fundamental  hypothesis  -  A  trained  and 
cohesive  organization  enabled  by  well-designed  collaborative  command  and  control  systems  will 
be  able  to  apply  decentralized  command  and  control  processes  in  order  to  increase  unit  agility 
and  gain  a  tactical  advantage  as  compared  to  units  that  are  less  collaborative  and  more 
centralized.  Cadets  go  through  a  series  of  theoretical  studies,  lab  experiences,  case  studies,  and 
design  exercise  to  help  them  support  or  refute  this  hypothesis.  This  experiential  and  hands-on 
learning  model  encourages  a  deeper  understanding  of  principles  through  critical  analysis, 
personal  experience,  and  application  to  the  design  and  integration  of  a  real  system.  These 
principles  lead  to  the  following  over-arching  course  objectives. 

•  Analyze  the  information  age  hypothesis  that  a  trained  and  cohesive  organization  enabled 
by  well-designed  collaborative  command  and  control  systems  will  be  able  to  apply 
decentralized  command  and  control  processes  in  order  to  increase  unit  agility  and  gain  a 
tactical  advantage  as  compared  to  units  that  are  less  collaborative  and  more  centralized. 

•  Apply  information  age  command  and  control  concepts  to  the  design  and  implementation 
of  a  command  and  control  system.  These  concepts  include  globalization,  mission 
command,  agility,  self-synchronization,  and  power  to  the  edge. 


•  Using  available  technology,  design  information  based  command  and  control  systems  to 
maximize  mission  effectiveness. 

•  Apply  network,  data,  and  interoperability  engineering  concepts  to  the  design  and 
implementation  of  a  command  and  control  system. 

•  Identify  specific  decision  processes  and  define  command  and  control  capabilities  which 
best  support  those  decisions. 

•  Estimate  the  value  gained  by  using  a  specific  command  and  control  system  with  specific 
capabilities. 

•  Re-engineer  unit  organization  and  processes  to  best  take  advantage  of  capabilities 
provided  by  a  command  and  control  system. 

•  Become  familiar  with  the  use  of  Army  Battle  Command  Systems  to  command  and 
control  Army  and  Joint  tactical  operations. 

The  course  structure  exposes  command  and  control  theory,  practice,  and  engineering  to  cadets  in 
four  blocks.  During  the  first  block,  cadets  grasp  the  fundamental  scientific  and  organizational 
concepts  of  information  age  command  and  control.  These  include  network  centric  operations, 
network  science  and  complexity,  social  networks,  the  Army’s  mission  command  concept  for 
command  and  control.  In  the  second  block,  cadets  increase  their  understanding  of  the  required 
engineering  and  organizational  design  concepts  that  are  necessary  to  execute  information  age 
command  and  control.  These  design  topics  include  interoperability,  data  and  communications 
standards,  service  oriented  architectures,  information  assurance,  and  “edge  organizations.”  In 
the  third  block,  cadets  get  hands-on  experience  with  existing  command  and  control  systems. 

They  conduct  simulation  exercises  using  Future  Battle  Command  Brigade  and  Below  (FBCB2) 
and  Command  Post  of  the  Future  (CPOF).  They  also  visit  a  local  traffic  management  and 
emergency  response  control  center  to  see  how  government  executes  command  and  control  across 
several  agencies  and  functions.  During  the  fourth  block,  cadets  put  their  combined  experience 
into  practice  as  they  work  with  the  cadet  and  officer  chain  of  command  to  design  and  integrate 
the  command  and  control  systems,  operations  centers,  and  process  for  the  execution  of  cadet 
field  training  during  the  upcoming  summer.  These  experiences  will  reinforce  their  individual 
opinions  about  the  course  hypothesis.  At  the  end  of  the  course,  cadets  will  have  a  good 
understanding  of  how  to  exercise  command  and  control  in  complex  organizations. 

4.  Command  and  Control  Theory 

The  command  and  control  theory  portion  of  the  course  is  build  upon  the  information  age 
command  and  control  theories  provided  in  a  series  of  publications  by  the  Department  of  Defense 
Command  and  Control  Research  Project  [4],  In  particular,  the  course  uses  Power  to  the  Edge  [5] 
as  its  primary  text.  This  text  provides  a  very  complete  treatment  of  the  topic  from  an 
interdisciplinary  perspective  with  a  lot  of  emphasis  on  the  social  and  organizational 
implementation  of  command  and  control.  The  course  also  includes  readings  from  Understanding 
Command  and  Control  [6]  and  The  Agile  Organization  [7].  Understanding  Command  and 
Control  provides  a  concise  definition  and  functional  decomposition  of  command  and  control 
while  The  Agile  Organization  provides  an  overview  of  the  complexity  science  and  network 
science  concepts  upon  which  information  age  command  and  control  theory  is  built. 

It  is  not  enough  to  simply  read  about  information  age  command  and  control  theories.  Cadets 
also  spend  several  lessons  working  with  the  inter-related  concepts  from  complexity  science  and 


network  science  that  lead  to  information  age  command  and  control  theory.  They  must 
understand  the  unpredictable  and  nonlinear  behaviors  of  complex  systems  along  with  their 
emergent  properties.  In  addition  to  their  readings  from  The  Agile  Organization,  cadets  spend 
several  class  periods  working  with  agent-based  simulation  to  better  understand  complex  systems. 
They  work  with  the  NetLogo  [8]  simulation  to  see  how  small  changes  to  the  parameters  of 
simple  rules  can  drastically  affect  emergent  properties  of  natural  systems  such  as  the  flocking 
behavior  of  birds  or  the  foraging  capabilities  of  insect  colonies.  They  work  with  the  Map  Aware 
Non-Uniform  Automata  (MANA)  [9]  simulation  developed  by  the  New  Zealand  Defense  Force 
to  see  how  a  small  set  of  simple  rules  can  lead  to  swarming  tactics  by  the  overall  force.  They 
supplement  this  exercise  with  a  RAND  study,  Swarming  &  the  Future  of  Conflict  [10]  to  better 
understand  the  history,  requirements,  and  potential  use  of  swarming  tactics  on  the  battlefield. 
Cadets  also  briefly  come  to  grips  with  some  basic  concepts  of  network  science  as  they  apply  to 
characteristics  of  collaborative  networks.  In  particular,  they  consider  the  advantages  of 
robustness  with  respect  to  nodal  attacks,  high  clustering  coefficient,  and  short  average  path 
length  in  the  network.  They  use  NetLogo  exercises  to  understand  the  structure  of  networks  and 
study  their  application  to  leadership  in  organizations  in  an  article  by  Margaret  Wheatley  which 
focuses  on  terrorist  organizations  and  disaster  relief  [11].  The  Army  applies  these  theories  in  its 
command  and  control  doctrine  based  on  mission  command  [12].  Cadets  differentiate  mission 
command  from  detailed  command  and  learn  the  requirements  for  its  use  and  its  relationship  to 
information  systems. 

Cadets  reinforce  their  understanding  of  command  and  control  theory  with  historical  case  studies 
that  illustrate  different  approaches  to  command  and  control.  Readings  include  studies  from  the 
Battle  of  Trafalgar  [5],  Chancellorsville  [12],  the  German  and  Soviet  approaches  to  command 
and  control  during  World  War  II  [13],  and  the  US  approach  to  command  and  control  in  the 
Dominican  Republic  [14],  The  theory  block  of  the  course  concludes  with  a  written  examination 
that  requires  cadets  to  apply  information  age  command  and  control  theory  to  the  conduct  of 
Operation  Al  Fajr  in  Fallujah  [15]. 

5.  Command  and  Control  Design  Considerations 

It  is  one  thing  to  understand  the  theory  of  information  age  command  and  control.  It  is  entirely 
another  to  apply  that  theory  to  the  design  of  command  and  control  systems,  to  include  the 
organizational  design,  used  in  the  conduct  of  operations.  The  design  of  complex  systems  asks 
engineers  to  take  a  fundamentally  different  approach.  Instead  of  specifying  systems  in  great 
detail  with  great  certainty,  they  must  apply  sufficient  encouragement,  guidance,  and  control  that 
allow  systems  to  evolve  in  uncertain  environments  [16].  In  the  second  block  of  the  course, 
cadets  learn  some  design  principles  that  directly  follow  from  the  theory.  These  include 
interoperability,  data  and  communications  standards,  service  oriented  architectures,  information 
assurance,  and  “edge  organizations.” 

Power  to  the  Edge  describes  the  need  for  interoperability  and  develops  a  spectrum  of 
interoperability  that  requires  collaboration  in  the  physical,  information,  cognitive,  and  social 
domains  [5],  Each  of  these  requires  processes  and  standards  that  allow  the  sharing  to  take  place. 
In  order  to  design  this  into  a  command  and  control  system,  the  systems  engineer  must  have  a 
firm  grasp  of  interoperability  design  principles  in  each  domain.  A  series  of  lessons  provides  this 
to  cadets. 


Collaboration  in  the  information  domain  requires  a  common  access  to  well-understood  data, 
communications  protocols,  and  software  architectures.  Each  of  these  concepts  is  a  challenging 
issue  worthy  of  an  entire  course  or  program  of  study  in  itself.  The  goal  of  this  course  is  to  teach 
cadets  enough  about  these  concepts  to  be  good  cooperative  players  that  enable,  rather  than 
inhibit,  interoperability  within  their  units  and  with  other  units. 

There  are  several  components  to  sharing  information  in  tactical  units.  At  the  lowest  level,  cadets 
learn  that  data  is  a  resource  to  be  used  by  the  entire  organization  as  an  advantage.  In  that  light,  it 
requires  planning  and  effort  to  manage  data.  Commanders  at  all  levels  must  encourage 
discipline  and  standards  in  data  reporting.  They  must  ensure  that  data  is  collected  in  a  repository 
and  posted  for  all  to  use,  along  with  metadata  that  describes  it  to  all  potential  users.  They  must 
understand  that  tactical  units  need  to  move  away  from  current  practices  of  storing  data  in 
disparate  Excel  and  PowerPoint  files  on  individual  computers  to  a  system  of  collecting  data  in 
organized  databases  and  shared  file  systems  accessible  by  others  who  may  have  a  need  for  the 
data.  Cadets  participate  in  a  tactical  planning  exercise  where  they  must  analyze  an  operations 
order  and  develop  a  strategy  to  collect  data  and  post  it  for  all  members  of  the  unit  to  use  during 
the  operation.  At  higher  levels,  cadets  develop  an  understanding  of  the  Department  of  Defense 
Net-Centric  Data  Strategy  [17].  While  the  technical  details  of  implementing  this  strategy  are 
beyond  the  scope  of  this  course,  cadets  learn  the  fundamental  principles  that  make  data  available 
and  usable  by  decision  makers  across  the  unit.  These  principles  include  tagging  data  with 
metadata  that  describes  it,  posting  that  data  on  the  network  for  others  to  use,  and  defining 
reference  standards  that  allow  translation  of  data  into  different  formats  required  by  different 
users. 

At  the  technical  level,  cadets  learn  how  policies,  standards,  and  information  assurance  allow  a 
complex  information  infrastructure  such  as  the  Global  Information  Grid  (GIG)  to  grow  and 
evolve  as  a  community  of  interoperable  systems  without  highly  specified  engineering  detail  or 
tight  couplings  between  systems.  Cadets  get  an  overview  of  communications  standards  and 
protocols  that  enable  information  sharing.  They  learn  how  protocols  such  as  hypertext  markup 
language  (HTML)  and  extensible  markup  language  (XML)  allow  complex  text  and  data  to  be 
shared  between  disparate  systems.  Programming  standards  such  as  web  services  description 
language  (WSDL)  and  simple  object  access  protocol  (SOAP)  enable  developers  to  write 
programs  that  interact  across  the  network  on  different  platforms  in  different  languages.  Finally, 
they  learn  how  conformance  to  common  protocols  and  standards  allows  the  entire  organization 
to  link  its  information  functions  with  services  in  a  service  oriented  architecture  that  increases 
collaboration  between  applications  across  the  organization.  Cadets  use  two  case  studies  to  better 
understand  these  concepts.  They  study  how  Crutchfield  electronics  used  web  services  to  enable 
collaboration  between  three  different  ordering  systems  [18].  They  also  study  the  Army’s 
component  of  the  GIG,  LandWarNet,  to  see  how  standards  based  communications  and 
integration  systems  such  as  Warfighter  Information  Network  -  Tactical  (WIN-T),  Everything 
Over  Internet  Protocol  (EoIP),  and  System  of  Systems  Common  Operating  Environment 
(SOSCOE)  enhance  collaboration  [19]  [20],  Finally,  cadets  get  an  awareness  of  the  information 
assurance  requirements  of  the  GIG  and  an  understanding  of  the  tactical  unit’s  role  in  taking 
measures  to  protect  their  own  information,  enforcing  standards  to  secure  their  networks,  and 
properly  training  and  certifying  their  people  about  information  assurance  [21].  They  learn  how 


to  do  an  information  assurance  risk  analysis  in  order  to  make  decisions  that  enable  access  to 
information  while  preventing  unauthorized  access  and  disclosure. 

Having  the  technical  ability  to  collaborate  does  not,  by  itself,  produce  an  effective  organization. 
That  organization  must  also  be  supported  by  an  organizational  design,  culture,  and  incentive 
system  that  encourage  collaboration  in  the  social  domain.  This  is  an  edge  organization  [5], 
Cadets  study  the  requirements  for  an  edge  organization  from  a  command  and  control  perspective 
and  from  a  case  study  about  effective  innovation  in  the  business  community  [22],  At  the 
completion  of  this  block,  cadets  have  an  understanding  about  how  to  enhance  collaboration  with 
a  combination  of  technical  capabilities,  policies,  and  supporting  organizational  design  that 
encourages  constructive  and  disciplined  sharing  of  information. 

6.  Existing  Command  and  Control  Systems 

Cadets  reinforce  their  understanding  of  command  and  control  design  considerations  through 
exposure  to  three  different  systems  currently  in  use.  First,  they  take  a  trip  to  the  Hudson  Valley 
Transportation  Management  Center  [23]  to  see  how  a  state  government  performs  command  and 
control  in  the  transportation  management  domain  through  a  number  of  inter-related  and  cross- 
departmental  programs  to  include  the  Intelligent  Transportation  System,  closed  circuit  cameras  at 
key  choke  points,  incident  reporting,  flashing  highway  signs,  and  emergency  notification. 

Cadets  also  execute  in-class  tactical  simulations  that  allow  them  to  control  tactical  forces  in  a 
short  mission  using  FBCB2  and  CPOF.  In  the  use  of  these  systems,  cadets  will  consider  design 
choices  such  as  collaborative  abilities,  data  sharing,  communications  protocols,  client-server 
architecture,  and  adaptability. 

7.  Design  Exercise 

The  culminating  experience  for  the  course  is  an  opportunity  for  cadets  to  design  a  command  and 
control  system  to  support  Cadet  Field  Training  (CFT)  during  the  summer  at  West  Point.  Each 
summer,  approximately  1 100  cadets  from  the  sophomore  class  and  a  cadre  of  leaders  from  the 
junior  class,  senior  class,  and  staff  and  faculty  execute  seven  weeks  of  rigorous  field  training  to 
further  develop  the  individual  soldier  skills  and  begin  to  hone  the  tactical  and  leadership  skills  of 
the  respective  classes.  Typically,  this  training  is  executed  in  a  poorly  networked  environment 
with  very  traditional  and  prescriptive  command  and  control  processes.  There  is  great 
opportunity  for  cadets  in  this  course  to  work  with  the  incoming  leadership  for  cadet  field  training 
in  order  to  improve  information  sharing  and  collaboration.  By  design,  this  will  improve 
organizational  agility  and  effectiveness.  While  some  of  this  command  and  control  will  apply  to 
the  tactical  domain,  the  tactical  operations  during  summer  training  are  somewhat  scripted  and 
focused  on  individual  and  small  unit  tasks.  The  leadership’s  greatest  challenge  is  integrating  the 
logistics  and  reporting  necessary  for  smooth  execution  of  training. 

In  order  to  improve  this  system,  cadets  approach  this  design  exercise  in  a  number  of  phases.  In 
the  first  phase,  cadets  will  interview  the  CFT  leadership,  staff,  and  other  stakeholders  in  order  to 
develop  a  functional  analysis  and  value  analysis  to  guide  design  of  the  overall  system.  They  will 
then  convert  this  to  a  model  using  Unified  Modeling  Language  diagrams,  and  they  will  take 
these  models  back  to  the  stakeholders  during  an  in-progress  review  that  ensures  they  have 
accurately  identified  their  needs  and  modeled  a  system  to  best  meet  them.  Based  on  these 
models,  cadets  will  develop  one  or  more  alternatives  for  a  system  that  meets  the  stakeholders’ 


needs.  These  system  designs  will  include  an  information  system  design,  process  design, 
organization  design,  a  training  plan,  and  implementation  details  for  the  system.  They  will  assess 
the  value  of  their  system  based  on  metrics  in  their  value  model.  This  will  lead  to  a  final  briefing 
to  the  CFT  leadership  for  acceptance  of  the  system  and  implementation  guidelines.  At  the  end  of 
this  process,  cadets  will  have  confidence  in  their  ability  to  analyze  a  complex  command  and 
control  scenario  and  design  systems  within  those  scenarios  to  increase  effectiveness. 

8.  Conclusions 

Upon  completion  of  this  course,  cadets  will  enter  the  information  age  Army  better  prepared  to 
apply  the  lessons  of  this  age  to  enable  command  and  control  in  their  units.  They  will  understand 
the  complexity  and  network  science  that  supports  the  theory.  They  will  be  able  to  relate  that 
science  to  information  age  command  and  control  concepts  and  to  the  supporting  mission 
command  doctrine.  They  will  be  catalysts  in  their  units  that  enable  collaboration  and  sharing  of 
information  and  data  across  functional  boundaries.  They  will  bring  an  understanding  of  the 
required  technical  standards,  information  assurance  principles,  and  organizational  factors 
necessary  to  enable  collaboration.  And,  from  the  experiences  of  the  course,  they  will  have 
confidence  in  their  ability  to  apply  critical  thinking  and  systems  engineering  skills  to  design 
solutions  to  command  and  control  problems  and  oversee  implementation  in  their  units. 

9.  References 

[1]  Battalion  Commander’s  Panel.  “Military  Operations  Research  Society  Workshop  -  Warrior 
Analysts:  How  Can  we  be  Better  Combat  Multipliers?”  McLean,  Virginia.  3 1  January  2006. 

[2]  Deputy  Program  Manager,  Future  Combat  Systems.  Briefing  to  the  Advanced  Technology 
course.  West  Point,  New  York.  15  November  2006. 

[3]  Program  Manager,  Future  Combat  Systems.  White  Paper:  “18+1  +  1  Systems  Overview.” 

1 1  April  2006. 

[4]  Department  of  Defense  Command  and  Control  Research  Program,  http://www.dodccrp.org/. 
Accessed  2  February  2007. 

[5]  Alberts,  David  and  Richard  Hayes.  Power  to  the  Edge.  The  Department  of  Defense 
Command  and  Control  Research  Program,  2003. 

[6]  Alberts,  David  and  Richard  Hayes.  Understanding  Command  and  Control.  The  Department 
of  Defense  Command  and  Control  Research  Program,  2006. 

[7]  Atkinson,  Simon  Reay  and  James  Moffat.  The  Agile  Organization.  The  Department  of 
Defense  Command  and  Control  Research  Program,  2005. 

[8]  NetLogo.  http://ccl.northwestem.edu/netlogo/.  Accessed  2  February  2007. 


[9]  Lauren,  Michael  et.  al.  MANA  Map  Aware  Non-Uniform  Automata  Version  2.0  User’s 
Manual,  2002. 


[10]  Wheatley,  Margaret  J.  “The  Real  World:  Leadership  Lessons  from  Disaster  Relief  and 
Terrorist  Networks.”  in  Leadership  and  the  New  Science.  Berrett-Koehler  Publishers,  2006. 

[11]  Arquilla,  John  and  David  Ronfeldt.  Swarming  &  the  Future  of  Conflict.  RAND,  2000. 

[12]  Field  Manual  6-0,  Mission  Command:  Command  and  Control  of  Army  Forces. 

Headquarters,  Department  of  the  Army,  1 1  August  2003. 

[13]  McGrath,  John  J.  Crossing  the  Line  of  Departure:  Battle  Command  on  the  Move,  A 
Historical  Perspective.  Combat  Studies  Institute,  2006. 

[14]  Yates,  Lawrence  A.  “Military  Operations  Other  than  War:  Lieutenant  General  Bruce 
Palmer  and  the  Dominican  Intervention  of  1965-1966”  in  Studies  in  Battle  Command.  Combat 
Studies  Institute. 

[15]  Matthews,  Matt  M.  Operation  A1  Fair:  A  Study  in  Army  and  Marine  Corps  Joint 
Operations.  Combat  Studies  Institute,  2006. 

[16]  Ottono,  J.  M.  “Engineering  Complex  Systems”  in  Nature,  vol  427,  29  January  2004. 

[17]  Department  of  Defense  Chief  Information  Officer.  Department  of  Defense  Net-Centric 
Data  Strategy.  9  May  2003. 

[18]  The  Microsoft  Corporation.  “Electronics  Company  Streamlines  Special  Offers  Process 
Across  Order  Entry  Systems.”  Customer  Solution  Case  Study,  February  2005. 

[19]  Boutelle,  Steven  W.,  LTG.  LandWarNet.  Breifing  to  Defense  Science  Board,  1 8  April 
2006. 

[20]  Association  of  the  United  States  Army.  “The  U.S.  Army’s  Information  Revolution: 
Delivering  Information  Dominance  to  the  Warfighter.”  AUSA  Torchbearer  Issue,  August  2006. 

[21]  Department  of  Defense  Information  Assurance  Senior  Leadership  Group.  “The 
Department  of  Defense  Information  Assurance  Strategic  Plan,”  VI.  1,  January  2004. 

[22]  Rizova,  Polly.  “Are  You  Networked  for  Successful  Innovation?”  Management  Review, 
Spring  2006,  pp.  49-55. 

[23]  Hudson  Valley  Transportation  Management  Center. 
http://www.hudsonvalleytraveler.com/.  Accessed  2  February  2006. 


Teaching  Command  and  Control 
Systems  at  West  Point 


Presented  at  12th  International  Command 
and  Control  Research  and  Technology 
Symposium 


SE490  Command  and  Control  Systems 


1 


epartment  of  Systems  Engineerin 


‘The  Army’s  Systems  Engineering  Department ’ 


Educating  cadets,  officers  and  the 
Army  leadership  on  Systems  & 
Engineering  Management  concepts 
vital  for  success  in  a  complex  and 
uncertain  world. 


A  Changing  Military  Environment 


SE490  Command  and  Control  Systems 


3 


NETWORK  01 


Course  Overview 


*  Purpose  -  Better  prepare  cadets  for  command  and 
control  challenges  they  will  face  as  company  grade 
Army  officers. 

*  Course  Hypothesis: 

A  trained  and  cohesive  organization  enabled  by  well- 
designed  collaborative  command  and  control 
systems  will  be  able  to  apply  decentralized  command 
and  control  processes  in  order  to  increase  unit  agility 
and  gain  a  tactical  advantage  as  compared  to  units 
that  are  less  collaborative  and  more  centralized. 
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Course  Objectives 


•  Analyze  the  information  age  hypothesis  that  a  trained  and  cohesive  organization 
enabled  by  well-designed  collaborative  command  and  control  systems  will  be  able  to 
apply  decentralized  command  and  control  processes  in  order  to  increase  unit  agility 
and  gain  a  tactical  advantage  as  compared  to  units  that  are  less  collaborative  and 
more  centralized. 

•  Apply  information  age  command  and  control  concepts  to  the  design  and 
implementation  of  a  command  and  control  system.  These  include  globalization, 
mission  command,  agility,  self-synchronization,  and  power  to  the  edge. 

•  Using  available  technology,  design  information  based  command  and  control  systems 
to  maximize  mission  effectiveness. 

•  Apply  network,  data,  and  interoperability  engineering  concepts  to  the  design  and 
implementation  of  a  command  and  control  system. 

•  Identify  specific  decision  processes  and  define  command  and  control  capabilities 
which  best  support  those  decisions. 

•  Estimate  the  value  gained  by  using  a  specific  command  and  control  system  with 
specific  capabilities. 

•  Re-engineer  unit  organization  and  processes  to  best  take  advantage  of  capabilities 
provided  by  a  command  and  control  system. 

•  Become  familiar  with  the  use  of  Army  Battle  Command  Systems  to  command  and 
control  Army  and  Joint  tactical  operations. 
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Approach 


•  Hands  on  experience 

-  Command  and  control  lab  exercises 

-  Simulation  software 

-  In-class  collaboration  exercises 

-  Command  and  control  portal  design 

*  Critical  thinking  and  analysis 

-  Analysis  of  Army  and  Marine  command  and  control  approaches  in 
Operation  Al-Fajr  (Fallujah) 

-  Topic  briefings 

-  Command  and  control  case  study 

-  Synthesis  paper 
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Course  Structure 


1 .  C2  Theory 

•  C2  Functions 

•  Network  Centric  Operations 

•  Network  Science 

•  Social  Networks 

•  Complexity 

•  Mission  Command 
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2.  C2  Design  Concepts 

•  Interoperability  and  Collaboration 

•  Data  standards 

•  Communications  Standards 

•  Service  Oriented  Architectures 

•  Information  Assurance 

•  Edge  Organizations 


3.  C2  Practice 

•  Visit  C2  Headquarters 

•  FBCB2  Hands  On 

•  CPOF  Hands  On 


4.  C2  Design  Experience 

•  Cadet  Summer  Training 
Collaborative  Portal 
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C2  Theory 


*  Command  and  control  functions 

*  Industrial  age  command  and  control 

*  Complexity  and  self  organization 

*  Swarming  on  the  battlefield 

*  Mission  command 
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Q\  System 


Agent-Based  Modeling  Exercises 


Netlogo 

Complexity 


Netlogo 
Network  Stats 
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Empire  Earth  II  Command  and 
Control  Exercises 
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Mission  Command 


1  ^  ^  1 

mH^Mission  Command 
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Assumes  war  is 

•  Deterministic 
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•  Uncertainty 

Accepts 

•  Order 

•  Certainty 

•  Decentralization 

•  Spontaneity 

•  Informality 

•  Loose  rein 

•  Self-discipline 

•  Initiative 

•  Cooperation 

•  Acceptable  decisions 
faster 

•  Ability  all  echelons 

•  Higher  tempo 

Tends  to  lead  to 

•  Centralization 

•  Coercion 

•  Formality 

•  Tight  rein 

•  Imposed  discipline 

•  Obedience 

•  Compliance 

•  Optimal  decisions, 
but  later 

•  Ability  focused  at  the 
top 

•  Implicit 

•  Vertical  and  horizontal 

•  Interactive 

Communication 
types  used 

•  Explicit 

•  Vertical 

•  Linear 

•  Organic 

•  Ad  hoc 

Organization 
types  fostered 

•  Hierarchic 

•  Bureaucratic 

•  Delegating 

•  Transformational 

Leadership  styles 
encouraged 

•  Directing 

•  Transactional 

•  Art  of  war 

•  Conduct  of  operations 

Appropriate  to 

•  Science  of  war 

•  Technical/procedural 
tasks 

Figure  1-4.  Concepts  of  Command  and  Control 
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Theory  Exam 

Operation  Al-Fajr  (Fallujah) 
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C2  Design  Concepts 


•  Interoperability  and  Collaboration 

•  Data  standards 

•  Communications  Standards 

•  Service  Oriented  Architectures 

•  Global  Information  Grid  and  LandWarNet 

•  Information  Assurance 

•  Edge  Organizations 
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Advantages  of  Standards 


Figure  16.  An  1/  Problem 1 1 
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LandWarNet 


Evo^ninoover 
IP  (EOIP)  Rfefit 


18  Apr  06 


LEASE 
CIRCUIT 
or  nsu 


css 


§  The  Joint  Model  -  Everything  over  IP 


y  •  FIRST  ...  the  Joint  Special 
Operations  Command  -  Fort 
Bragg 

•THEN  ....the  Joint 
Communications  Support 
Element  -  MacDill  AFB 

•  Iraq 

•  Afghanistan  ^ 

•NOWMISfjO^ 


Everything  over  Internet  Protocol 

•  Scalable 

•  Flexible 

•  Efficient 

•  Less  cost,  smaller  footprint,  less 
people. 

•  EolP  will  converge  &  reduce 
training  requirements 
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Edge  Organizations 


Hierarchies 

Edge  Organizations 

Command 

By  directive 

Establishing  condition!? 

Leadership 

By  position 

By  competence 

Control 

By  direction 

An  emergent  property 

Decisionmaking 

Line  function 

Everyone's  job 

Information 

Hoarded 

Shared 

Predominant 

In  formation  Plows 

Vertical,  coupled  with 
chain  of  command 

Horizontal,  independent 
of  chain  of  command 

Information 

Management 

Push 

Post  -  Pull 

Sources  of  Information 

Stovepipe  monopolies 

Eclectic,  adaptable 
marketplaces 

Organizational 

Processes 

Prescribed 

Sequential 

Dynamic 

Concurrent 

Individuals  at  the  Edge 

Constrained 

Empowered 

Figure  29.  Comparison  of  Attributes  of  Hierarchies  and  Edge  Organizations 
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Hands  on  C2 


Field  Trip 
Hudson  Valley 
Transportation 
Management 
Center 


Artist  Rendering  of  Future  TMC  Control  Room 


In-Class  FBCB2 
Command  and 
Control  Exercise 
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Cadet  Summer  Training  C2 
System  Design  Exercise 


*  Realistic  design  exercise 

*  Elicit  requirements  from  real  stakeholders 

*  Build  value  model,  process  model,  data  model 

*  Design  system  as  a  web  portal 

*  Identify  how  users  can  use  system  to  empower 
individuals  in  the  organization 

*  Present  system  to  actual  users 

*  Plan  for  implementation 
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CFT  C2  System  Design 


USMA  Department  of  Systems  Engineering 
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Cadet  Field  Training  Portal 
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The  Future 


*  Course  is  now  integrated  into  USMA  Curriculum 

*  Planning  to  introduce  Command  Post  of  the  Future 
(CPOF)  lab  exercise 

*  Planning  to  find  away  to  assess  C2  designs  using 
simulation 

*  27  students  enrolled  for  Fall  2007 
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